Sand in the Wheels of Commerce

–The Spyware Plague and What to Do About It
"Spyware" is a term for software that installs itself to computers in your home or on your business network without your knowledge or consent. The purpose of most spyware is to gather consumer buying and internet surfing information for the use of marketing research. Although the Internet Spyware Prevention Act of 2004 (H.R. 4661) has made it illegal to intentionally access a computer without authorization, spyware remains a major nuisance for system administrators and consumers.
Although many infestations are invisible to the end user, spyware programs are usually disruptive. They may attempt to reset your browser’s home page to some marketing-oriented Web site, display unwanted advertising, or record your browsing habits and report this information back to a third party. They also attract unwanted spam email and pop-up advertisements. At best they sap your system’s resources, slowing your computer’s performance to a crawl. The worst spyware programs can also interfere with low-level system settings. Some make changes to redirect network traffic while others may rewrite your system registry settings, creating havoc with your applications. Some even install themselves as low-level network components to do even more eavesdropping on network activity. 

Spyware most commonly enters a computer through a Web page, often through a pop-up window or a hidden frame. Unless the Web browser is specifically designed to warn the user of an attempted software installation, the user would receive no warning. The first edition of Internet Explorer 6 and previous versions of Internet Explorer were vulnerable to this. Spyware can also be bundled with another software program, often as a way of generating advertising revenue. This is not uncommon with “freeware” programs.
The best way to protect your computer against spyware is to update Windows and to use an effective antispyware program. 

Windows Update is a built-in utility that connects you with Microsoft’s Web site and automatically patches your computer’s security (among other things). All factory-built systems nowadays come with Windows XP already updated to Service Pack 2, and any existing systems that aren't already patched should be. SP2 can be a difficult installation for a computer with a few miles on it, but on a fresh installation it is quite easy. Normally, one installs SP2 through Windows Update, but Microsoft makes it available as a single download if you'd rather do it by hand. 

Once you have updated Windows, be sure to install an antispyware program. Spybot - Search & Destroy was one of the first and is still among the best antispyware tools. Aside from scanning for and removing thousands of known spyware applications, it also has utilities for locking down the system against future attacks. Lavasoft's Ad-Aware is generally regarded as the "other" best antispyware tool. Both programs boast a loyal army of fans.  Both are free for personal use, and Spybot is free for business use as well. Like antivirus programs, it is necessary to keep these packages updated in order for them to be effective. 
Other items to watch out for are Browser Helper Objects. These are plug-ins for Internet Explorer that can be installed through a Web page. Some are benign, but any unknown BHOs should be disabled. In IE, select Tools | Internet Options | Programs | Manage Add-Ons to see the list of browser plug-ins present in IE. 

Some antivirus software programs now protect against spyware as well.
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